Hello, I'm Courtney, the ICT/Computing Lead and a
member of the Holly Grove Online Safety team.
We've had a fantastic time exploring online safety
together and taking part in a range of fun, engaging
activities. In the ever-evolving world of technology,
we are committed to keeping ourselves, our upﬁs,
and our parents/carers up to date with the latest
developments. We will also be holding further
forums and training sessions focused on the use of
Al and much more. We hope you enjoy reading our
newsletter.

If you have any questions or concerns about your
cKild’s use of the internet at school or at home,
please don’t hesitate to contact the school. We will
be happy to direct you to someone who can offer
support.

CERTIFICATE

OF SUPPORT

THIS IS TO CERTIFY THAT

Holly Grove Primary School

Supports Safer Internet Day

10th February 2026

#SaferlnternetDay saferinternetday.org.uk

Online Safety Ambassador
here at Holly Grove! | have had
a busy week checking in on

We have officially registered with the UK everyone and making sure we
Safer Internet Centre and have received our know how to stay safe online!

certificate.
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For our children, the online world brings valuable opportunities for connection, creativity, and
independence, but it can also present additional risks. Parents and carers are key partners in keeﬁing
children safe online and helping to build consistent, positive digital behaviours at home and in school.
We support this partnership by sharing clear, accessible online safety information through newsletters,
parent forums, the school website, and School Spider.

To support this, South West Grid For Learning have developed a dedicated online safety hub that
helps both schools and parents provide inclusive, effective guidance for all Children. Below is Links to
some of their resources.

Making decisions together

Q Working together on screen time
and device use helps children build
responsibility an healthK digital
habits. Involving your child in
creating a simple screen-time
agreement can give them a sense
of ownership while suEporting

SCAN ME positive routines at home.
|

Parental Controls

Parental controls are a helpful way
to keep children safe online, but
they can sometimes be tricky to set
up. We provide simple step-by-
step guides and demonstrations to
help families manage safety
settin%s on popular devices, apps,
and platforms. You can also view
our social media checklists for
more detailed support.

Opening digital conversations

Talking regularly about online
experiences helps children feel safe
and supported. We encourage
families to discuss both online risks
and the positive things children
enjoy doing online to promote open,
balanced conversations.
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Remember — you are never in trouble for asking for help!

Safety Steps . . :

Tell a grown-up if something online
makes you worried, sad, or scared.

\ Talk together about what happened
and how you feel.

Stop using the app or game and
keep the message or picture safe.

Your parent or carer will contact
the school to help keep you safe.

The school's safeguarding team will

listen, help, and decide the best way
to protect you.

Grown-ups will work together
| ONLINE SAFET
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S is for Safe.

Keep your own and other people’s
information safe. Don’t share information
such as your name, age, where you live or
where you go to school. Only your safe
adults should know your passwords.

Look out for information that might be
given away in photos too.

M is for Meet.

Be careful of people you talk to or meet
online, even if they say they’re also a child.
If they ask to meet you online or in person,
or ask for photos, you should tell a
trusted adult straight away.

A is for Accepting.

Before accepting friend requests, advert
or link pop ups, ask a trusted adult first.
It’s safer to not accept requests from
people that you do not know.

R is for Reliable.

Unfortunately, not everything you see or
read online is reliable. Some things are
untrue or fake. When looking for
information, it’s best to check this in a few
places first to see if it is true. You can ask
an adult for help too.

T is for Tell.

If something online, on a computer, a
game, or video makes you feel scared, sad
, unsure or worried, you should tell a
trusted adult, straight away. You can also
press the ‘Report’ button if there is one.




Top 5 online safety tips
for kids

11

Set up your device to protect

your information.
4
2 :
Explore safely and tell an adult
if you see anything online that \
& O

makes you feel yuck.

Limit who can contact you
when you're playing games.

4 &
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Stop all contact with anyone
online who asks you to do
anything you don't want to do.
Report and block them.

5

Ask for help if anything online
Is bothering you.
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Online Safety

Use these Makaton signs to support a young
person to stay safe when using the internet.
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NINTENDO SWITCH

Dewnlood the Hintendo
Switch Purental Contrals app on
r phonae, and you'll be shown
tore, you Bl B bomg yota chibd
caen lirm L
Gen each day, u.au'f"-m"":g.
ratirgs ong parrnitted and rmore, You'll e
they ve used the device. These controls
are occessible through the console [tsalf,
bt the app is usually easier.

IPHONE

Hmrmmwmu '
» be getting their own ifhone,
;ﬂnﬂﬂunbﬂmhﬁnﬂ
ke screen addictian and
+ unsuitoble content. Ga inte the settings
, and scroll down te ‘Screen Time'. From
here you con customise |
© settings inclhuding time on uEing
the device, cormmunicotion restrictions
and content blockers. You can alsa lock

your ehanges behind a passcods,
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- ANDROID .
" With Androld devices, Googie's
Family Link app is your friend. l“'
You'll heed a Google accaunt - and a .
one for your child, which you

should ute when satting up the
device, Then, in Famiby Link on your own
device, select “Add unuwr 5 aui m{m
account detalls. This lets yow -y &
limits on dally usage, restrict certain Hﬂllpﬂﬂ'ﬂ'ﬂ'ﬂl{%

g reen tirme, what content r-n:-nn
wview and rmore.
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On Windows 11, oecount

is key. 5ot up the device
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Chromebook with r ewn account first,
then add your child's. Go to Settings »
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MACS o

Like IPhanes, parental controls for
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settings. Again, the erux here
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The C]‘ll‘lﬂl'l][lﬂ season has finally arrived and soon many of yvou will be opening vour PI‘H'SETIT.S in
the hope that Santa has listened Lo vour request for the latest mobile phone or smart device.

Owning a mobile phone can be fun, but its important to use it safely and responsibly. By ,

following. our safety tips below, you can make sure that you set up your phone securely, keep .

yolir pﬂrsnnul information private and enjoy using vour phone in the healthiest way possible. '

. :
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& " FOR CHILDREN WITH NEW DEVICES
1

1 JIWAYS SECURE YOUR PHONE WITH A PASSWORD 7 LIWIT YOUR SCREEN TIME v
'ﬂii!flllﬂhtﬂhipﬂﬂpthﬁtﬂﬂﬂthﬂiﬂlﬁiﬁﬂdﬂﬂﬂiilﬂﬂﬂﬂiﬁm Uising your phone for too long, parﬂclhrlrhﬂﬂmhg,ﬂcmndmmhnl
mwrphmvﬁuﬂwlrpimiﬁhl Make sure your password Is " : ﬂmdﬂsﬂmulaﬁnﬂymr{nlmnaﬂmaﬂmhwlhﬂthﬂh
memorableand mﬂ;nmmmmmmmm ﬂlhgihlfmﬂlhrmymrphmatmﬂnm of the dayand don't use it
glnss,aldnhﬂﬁﬂwnlwﬁlwlr paimh:th{aﬁawufmgnl. Ly AL -_.",'.-':'E' dosa to hﬂmfmunﬂaﬁuunﬂmlhﬂ"'ﬂaﬂumﬂhpmmr

; X phone. This will belp you stayfit and healthy and muﬂmm will still be
2 DISABLE LOCATION SETTINGS .5 able to focus and perform well at school.
This can luuil'r be done from the device’s privacy cnrltrnlﬂl:lhgi.[.'d;ahhg : i
¢ location settings means that your phone can't be tracked by others and *8 Tm DF m HHEH MHE F"I-IUTDS -
stramgers can’t tell where you are when you're using it. it also helps to save Don't take embarrassing photes of other people on your phone. if other p-mph
battery. » , get access tothe photo and share [t with more pecple, it could make that
person really upset and treated as a form of bullying. Always be mindful of the

3 ME IE-E A EEUEE HH Hmnﬂ - F'.ﬂq.i?ﬂ' take using your camera and who you share them with.

Hﬂmwum&wu'ﬂfﬂathumuaulytlﬂ sacure network that : :
# you and your family know the password to. Public networks, Ihﬂ-:i?h 2 HA“E SUHE m F'AEEHTS EET LH:' .

e coffee shops can h-nac-:iﬁﬂ-:l by amyone which means thatpeople could
potentlally hack into 'ymr devioe and AC0ess your personal information

‘PARENTAL CONTROLS' .

This means that you will be able to use your phone ﬂﬂ',rm:lmldyald

SAITERE i i S _ won't accldently do things you shouldn't do. The best time to do this |s when
& ONLYPAIR WITH BLUETOOTH DEVICES YOU KNOW you get a new phone or device so that you're protected from the very
A Bluetooth connection with another device means that you can sendand beginning.
recelve data wirelessly. For example, you could listen to music wirelesshy or
& %R plcturen ancividacefrom our incs. Howsves, pairing yourpiens 10 ALWAYS TALK TO YOUR PARENTS IF ?EU
with a devicg you don't know means that you could be sharing personal DONT FEEL SAFE
Information with a stranger or could leave your device open to recelving viruses. Sometimes, even though your phone is really secure, you might see something

R EHWUEEAFPEHMIEHWUAEEEHDEHHUEHTEUSE JPRA1 LT % NN RUNE TSI Y SN SR SR VO ! My A

happens, always tell your trusted adult il your parents, carers, other adult

Bﬁhﬁdm-hﬂigwmw ih'mflathﬂﬂana-ﬂmﬂﬂﬁpp-ﬁ family members or a teacher, all of whom will be able to support you and
#5 _+ youneed help, ask your parent or carer to make sure thatthe app Is safe for you advise you on what you should do next.
-y tnmuﬂmrdnmi:admyﬂingvﬂidiymmtnnwmgfmuﬂmqr
)
- :muhﬂhg:tlntm‘tﬂnfmmmm 11 mmlﬂnw -

6 BEWARE OF BECOMING AdMICTED FO YOUR PHONE = Tismiohtseemlkea strangethingtdsay but it can bedangerous tostareat

vour moblle phone whilst walking outshde alongside busy reads or blopde
Your phone can be fun to use and it's easy to become too attached, whether its

pathx In some cses, children have been knedoed owver by cars or cydists
keeping In touch with friends, discovering new features of downloading the because they haven't been aware of their surroundings whilst texting or

latest apps. Remember s always good to talk in person_go out and have fun playlng games on thelr moblle devices. @ Frm it S
and get regular exerdse. This will keep you fit and ma ke you — - : . Fnll i
appreciate there's more to life than |ust your phona ;-#r 4
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SUPPORTING!CHILDREN}TO!DEAL
WITH UPSETTING CONTENT,
s AlGUId e forPanentsiandiCaners pms

Raising children in the digital age seems to be getting tougher, with the world currantly
experiencing so many uncertainties. From the continuing impact of COVID-13 to the war in
Ukraine, right now children across the globe can scarcely go online without being exposed

J ='=nﬁ to unsettling stories, images and ideas. Reassuring a concerned child can be difficult,

IE-- H """I!Fﬂﬂl:ﬂ"f when bad news feels omnipresant. We've put together some advice to help
Lo, yvou in discussing upsetting events with young ones.

el el T ' *'”r LA
mmmrm CHILD KNOWS o | SETLIMITS
| There ore many ways that children are . Managing screentime and content can be difficult

- at the of ti but especially in unusual or
strassful pe at the start of the pandemic,
far numm& It's virtually impossible to keap
children away from u mrrtu-ut
c-nm letaly, l: it's I:npnrtﬂ tﬁr unﬂ at

hﬁ:wmupiml contant in the media, : '. :
online and oaffline. Before swampin P
our child with information, find out wh ;
hay know ::Irnudr Show them you're \ f

|I‘I|.‘-I'lll.‘ﬂ-ﬂi in wha h:l:'!‘l to say,

active listeni |:|m:| t "ﬂ: how much your limit & ulirﬁn

child has been mp-m:ﬁ-d t thqr hawve nnn mnhali.. tal r| the dangers af
harmful ¢ :m-:l enforcing
sereantime Hmits.

'RIEI-ITTI'IIIERIGI-I'I'PLAEE

Starting a conversation about upsetting content
- probably lsn't the best idea when your child Il
Il.ﬂ:ljrhgf-urnn exam or about to go to
Choose a time when they're relaxed
and open to talking, to make sure you
have their full attention. Remember,
thesze conversations can become
amotional, 20 choose somewhera
your child feels sofe and comfortable.

KEEP IT AGE APPROPRIATE

r children, try ond keep the
cnnwrlmn more lnlrrrm and -:I'H'EIII leading

uestions and com detail. You can
slightly deeper into the cifics with ng
teenagers but keep monitoring their
emotional res s8. With ol teans,
. can ba more n about the realities and
consequences of what is humunh'rg -
r

ST L

EMPHASISEHOPE

l.lpmtlng content con make us feel
angry, scored, Upsetting content can
make anyone feel nnﬂ d:mmd' sad or
n

TAKE THINGS SLOWLY (8)
bed. ' — Win i not to overwhelm r child with information
A AN ' : I at once: Instead, take the discussion one step
' e ¥ at a time. You could make the first mm-rmﬂuﬂ
& P o< e, A - a simple introduction to o BE
" subject and then walt unti r child is ready
-

to talk again. Opening the door to the
conversation and demonstrot thut

child con talk to you about this llI-I-l'
iz a vital first step.

ENCOURAGE QUESTIONS (9)

Online, troubling Ima etz. videosa and stories
ore shared ﬂ-l'..‘-l"ﬁs'll- miu I:ImI I_%Hm'ﬁrrhﬂnf of
which your : I:=hII|:tII h'l :II: ok

contant |8 I:I'll:tl.l-ll:l F'""F' te,

encou your ¢ III:'.l dl!u:u-: 'nlhdl ’-
thn‘-_r I'.l.ltﬂﬂ-d af I:rﬂ-lng

them for seaing it. Children are utIH

learning that not & online s

acecu = yvou want to be their ultimate
source of | ation, not thelr device.

FIND A BALANCE .

There's often o tremendous :nmpulllnnm stay

overwhelmed. T storles of hope, right up to date with events. Qur
genaroeity and strength related to the irg uﬁthr send us push notificat I'Il
content you're discussing. Children often uruTl us to read the latest article or

feel reassured when thnl_r now they can do view the most recent video on soclal
something m hel #Fﬁﬁ’ '|I'ﬂl.ﬂ' ﬁl‘lll-l:l'l media. It's essential to remind your

sense of control child that it"s healthy to toke ugulw
tham fesl l:hw'ur I I'r Irnpunﬂﬂu t=h| I'II'lI'lll bre and to focus on pos g

they're concer about. in of ‘doomscro nnd rlllr.lng
- becoming overwhelmed by bod news.

MONITOR REACTIONS
) All children react differently, of course, and B'un'“ EEE"-[EHCE

rnung people might not directly say that - - News has never been more accessaible. While our
hey're scared, I:I.r'l . anxious, conrused i Instinct l-m.'?r be to shield children from uplﬂttlﬂg

or un:nmfﬂrtﬂh-lu mutlnn:ll reactions are etories, it's nl: Ihul th-nz;rn mﬁ
notural when discussin llpll!tl:l‘!ﬁ tﬂpil:l. with II‘I.IH- tools this
they are ax nd to It alk about u g_rﬁtﬂ;ﬂ
a

s0 toke note of your -r'.*h

ond reactions. Allow them to I'IFIIHII th ik con mnm enarally with your
feelings in a non- meantal space and 'Ilf'g,lI to ; (e im hasize that they can always tell you or
stay mindful of how might be feeling. sted adult if lumuthing they see

rn:lhnnl tham feeal uneasy.

DENTIFY HELP W

CONSIDER YOUR EMOTIONS

; It's not nnﬂ ng people who find u%um'ng

~ news diffi Hw process: adults also have to it's hugely important that children \

w deal with ltmng |muti-nnl in moments of know where to find support if they ,

- stress. Children develop coping strategies by ancounter uﬁjﬂttiﬂ-ﬂ- mntnnt online. L

~ mirroring II'II.'IIl around tham, so ltu-'ylln anto Encoura em to open up to an adult that

~ of how you appear to ba I'I lating your III'I‘-'I'-'ENI thay and mun sure the "rﬁ aware of

~ onthe ﬂutl W or I"PPHIIIIE your who their trusted adults are. H is esaential that
~ child through children understand that they're not alone, and

that help is available if and when they nead it.
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Cayley Jorgensen is the director of FoceUp South Africa, which
2 & reporting systerm that ks currently being used by schools
and cornpanbes to fight bullying around the world, Facelp
helps give o voice to bystanders by encouraging them to
speak Up and get the help they not anly warnt but neaed.
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Eﬂ}fﬁg‘-‘" T questions to help you start a conversation

Safety with your child about online safety

HWakeUpWednesday ¢

¢

Which apps/games are you
using at the moment?

“\
“ THIS WILL GIVE YOU A GODD DVERVIEW OF THE TYPES OF THINGS YOUR CHILDREN
ARE DOING ON THEIR DEVICES, ALONG WITH THEIR INTERESTS. REMEMBER THAT .
THEY MIGHT NOT TELL YOU EVERYTHING THEY ARE USING, SO IT IS A GDOD IDEA
TO ASH THEM TO SHOW YOU THEIR DEVICE. BECAUSE NEW APPS AND GAMES ARE .
RELEASED REGULARLY, IT IS IMPORTANT TO HAVE THIS CONVERSATION OFTEN TD
) ENSURE YOU ARE UP TO DATE WITH WHAT THEY ARE DOING.

i _:
- - En
| S - LI -
."

Which websites do you
enjoy using and why? _

&

AS IN THE TIP ABOVE, ASHING THIS QUESTION WILL ALLOW YOU TO FIND OUT WHAT YOUR
CHILD IS DOING ONLINE, AND ENCOURAGE POSITIVE CONVERSATIONS ABOUT THEIR ONLINE

ACTIVITY. ASH THEM HOW THEY USE THE WEBSITES, AND TAHE AN INTEREST IN HOW
THEY CAN USE THEM IN A POSITIVE WAY, ALS0 ASHING THEM TO SHOW YOU IF POSSIBLE.

- .., How does this game/app work?
o= e Can | play?
SHOW A GEMUINE INTEREST IN WHAT THEY ARE DOING. WHILST YOU ARE PLAYING A GAME OR USING AN

APP WITH THEM, IT MIGHT HIGHLIGHT SOMETHING THAT THEY DON'T NECESSARILY THINH IS A
DANGER TO THEM. IF THEY ACT LIHE THEY DON'T WANT TO SHARE THEIR ACTIVITIES WITH YOU,

QUESTION WHY.
Do ?nu have any R
online friends? —=> |

CHILDREN CAN FORM POSITIVE RELATIONSHIPS WITH PEOPLE ONLINE, AND THIS HAS BECOME
MORE COMMON THANKS TO ONLINE MULTI-PLAYER OPTIONS, BUT THEY MAY NOT FULLY
UNDERSTAND THE DIFFERENCE BETWEEN A FRIEND AND A STRANGER. YOU COULD MAHE THE
OQUESTION MORE SPECIFIC TO YOUR CHILD, FOR EXAMPLE: "HAVE YOU MET ANYONE ONLINE
THAT YOU LIHE TO PLAY GAMES WITH?"” THEY MAY NOT WANT TO SHARE THIS INFORMATION

WITH YOU, SO ENSURE YOU TEACH THEM ABOUT HEALTHY RELATIONSHIPS.

— .Dn you know where to go for help?
e

) Do you know what your

personal information is? ' 0 G
»

YOUR CHILD MAY ALREADY HNOW WHAT THEIR PERSONAL INFORMATION IS BUT
THEY MIGHT NOT THINH ABOUT HOW IT CAN BE SHARED. HAVE A CONVERSATION
ABOUT WHAT PERSONAL INFORMATION IS AND HOW THIS CAN AFFECT THEM IF IT IS
SHARED BEYOND THE INTENDED RECIPIENT. IT IS IMPORTANT THAT YOUR CHILD
UNDERSTANDS THE DANGERS OF SHARING CONTACT DETAILS OR PHOTOS, AS
INFORMATION SUCH AS THIS CAN SPREAD QUICHLY ONLINE.

ALTHOUGH YOU MAY BE THE ADULT THEY TRUST THE MOST, SOME CHILDREN STRUGGLE TOD TALH

ABOUT WHAT HAPPENS ONLINE DUE TO CONFUSION OR EMBARRASSMENT. BECAUSE OF THIS THEY

MAY STRUGGLE TD APPROACH THE NDRMAL PEOPLE WHD WOULD HELP, SUCH AS YOURSELF OR A

TEACHER. HAVE A CHAT TO YOUR CHILD ABOUT EXACTLY WHERE THEY CAN GO FOR HELP, AND HOW
THEY CAN REPORT ANY ACTIVITY THAT THEY BELIEVE IS INAPPROPRIATE DNLINE.

Do you know your limits?

CHILDREN MAY NOT UNDERSTAND THE NEGATIVE IMPACTS OF DEVICE OR GAME ADDICTION. TALH
TO THEM OPENLY ABOUT HEALTHY HABITS AND ASH WHETHER OR NOT THEM SPENDING TIME
ONLINE OR PLAYING A GAME IS AFFECTING THEIR SLEEP. PERFORMANCE AT SCHOOL OR IF THEY
ARE GENERALLY LOSING INTEREST IN OTHER ACTIVITIES. YOU MAY LEAD ON TO ENCOURAGING
ALTERNATIVE ACTIVITIES AND DISCUSSING THE INTRODUCTION OF TIME LIMITS WHEN AT HOME.

www.nationalonlinesafety.com  Twitter- @natonlinesafety = Facebook-/nationalonlinesafety = Phone-0800 368 8061
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What we have

matters.org
agreed about
our online life

We have decided that {add your names):

. We agree that we want to use our phones and the internet safely

. When we eat together phones and online activities will be oft

. | can play my garmes after school for minutes and at weekends for minutes
. At night my phone will be charging in ancther roorm while | slee

. We agree to be kind to other pecple online and move away from anything that upsets us

Below are our agreements for social media and our devices

We've agreed on some rules about social media. We don't like:
Messages that are rude, upsetting or make people sad

Photos or videos that are not OK. for children or teenagers because they make us less safe or
let other people see things that are private to us.

It is not OK to send these.




I/We promise to do these things:

«  Cet help from lname of parent / carer] to add
friends at first

I'll only talk to close friends | know now or my famiily

| won't share photos that are inappropriate (describe)

We all understand that social media apps have age limits and rules
We all understand how important it is to be private and

will set up a social media account for

We agree to be kind to other people on social media and help our friends

. If | feel upset about anything | see, | can tell
| know how to block or restrict people if they are nasty or | can ask

to help.

Devices

Which devices are we allowed to use and when?

Who will check regularly to see that the privacy and security settings are OK?

What do we do if we are asked to click on something
(Like don't click 'accept’ before checking with an adult)

When is it OK to download files, games or apps?

When is it OK to buy things in games?

We will talk about our agreement [enter agreed amount
of time] to see how It Is working.

W @im_org




Set Up Safe :
Checklist i s R

Set your child up for online
safety with these simple tasks

Manage broadband & mobile networks

At home, access On the go, set
vour broadband ({.]) up contrals on
natwork and sat the ralevant
applicable controls. mobile networlk.

See step-by-step

Prepare their device Talk & learn regularly

Together, learn about

online safety issues that
rmight impact yvour child.
Download and
install the apps
settings to set limits and garmes you're
an inappropriate okay with your .
Pprop v - Together, explore privacy -

content, screen time, child using. .
and safety settings on

spending and maore. g :
G - their favourite platforms.

4

Ask them to teach

vou about their favourite
Set up controls Install or sat up

in these apps and additional parental :
£ S Er an open environment
armes to help kee control apps .
4 : R .p LELEH : for conversation.
vour child safe whila further protection.

thay play, browse
or chat.
Explore step-by-step Keep these

online platforms to create

gui-d o< fl:'r Islqlqilq!"mﬁﬂja Comvarsations going for

and video gaming SHECIHACE SCEparL

Internetmatters.org IntermnetMatters et ginternetmattersorg

@im_org Intemet Matters Ltd fintemetmatters_org
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Tackling

online scams

Tips to spot the signs

and get support

3 types of common

online scams

Phishing
Financial

False promises

Financial

From get-rich-quick schemes to form-jacking, online

financial scams are rampant. They can cause huge loss and
long-term impacts. Examples include:

« Courses promising users a
large iIncome without a lot of
effort (popular among
cryptocurrency, NFTs and
even copywriting).

« Fake shopping sites or
shopping sites with lax
security, allowing form-
Jacking where cyber

criminals can steal the
payment information you
enter.

« Fake competitions,
scholarships and more that
require payment to enter,
only for the money to be
stolen and criminals to
disappear.

Jump to...

3 types of common online

sCams

The signs to look for

How to tackle online scams

Phishing

Phishing is when a cyber criminal tries to get personal
information from someone or influence them to complete

a task. Examples include:

« Posing as a known or
potential friend through
soclal media or email to gain
trust from the victim and
steal their personal
information.

« Sharing a URL or app
download link that allows
criminals to gain access to a

device or personal
Information.

« Acting as web support or
posing as someone they're
not in public virtual
meetings, gaining access to
private information.

False promises

Promises of weight loss and free items or services like tech

support are often scams aimed at getting money or

information. Examples include:

» Diet pills, protein powders
and other 'health’ products
prey on social media
pressures, rarely providing
the service they claim

* Pop-ups or ads that claim
your device or computer are
under attack are often a
type of phishing scam,

promising protection but
likely installing malware on
your device.

« Ads, messages or calls
providing forms or
instructions to fix it often
result in stolen information,
financial loss or installed
malware.




Return to menu

Learn more...

Stay informed about online scams to help keep your child
safe.

What's the source?

Whether it's on social media, in a video game or through

email or messaging, it's important to check that the source
is reliable.

« If a friend or follower sends link or use search engines to

a link from their account, check its trustworthiness.

verify it was in fact them.

Use a different service and « Remember that official

ask! logos do not mean
something came from that

*» See a link from a random company!

Internet user? Go to the

website a different way

instead of clicking on the

Does it look trustworthy?

While many online scams have become more
sophisticated, there are some tell-tale signs to look out for
that could suggest a scam:

» Spelling and grammatical errors

« Few reviews or low ratings of an item

« Comments from others calling something a scam
« Poor design and layout

« Expensive items for a very low price

If something feels off or like it's too good to be true, make sure
you take time to look into it before clicking links or giving
details.

ami> MVIET,
EOR VA= It rJ

The signs to look for

What's the source?

Is your personal information safe?

Does it look trustworthy?

Is your personal
information safe?

If anyone online asks for personal information, payment
details or any sort of action, be sure to confirm that it's real
before doing so.

Platforms will not send emails to ask this kind of information,
and no one on social media or in-game should either.

Use different passwords for
your accounts, use anti-virus
software and, If something
feels off, ask around and do
a little research.

Return to menu

Learn more...

Stay informed about identifying online scams and
misinformation to keep your child safe.

internetmatters.org



https://www.internetmatters.org/

