
Archbishop Hutton’s Primary School 
Mobile Phone & Smart Technology Policy

Introduction and Aims
At Archbishop Hutton’s Primary School the welfare and well-being of our pupils is paramount. The aim of the Mobile Phone Policy is to allow users to benefit from modern communication and smart technologies, whilst promoting safe and appropriate practice through establishing clear and robust user guidelines. This is achieved through balancing protection against potential misuse with the recognition that mobile phones and smart technologies can be effective tools. It is recognised that it is the enhanced functions of many mobile phones and smart technologies that cause the most concern, offering distractions and disruption to the working day, and which are most susceptible to misuse - including the taking and distribution of indecent images, exploitation and bullying. However, as it is difficult to detect specific usage, this policy refers to ALL mobile phones and smart technologies including gaming devices, watches, glasses, rings etc.

Scope
This policy applies to all individuals who have access to personal devices on site. This includes staff, volunteers, governors, children, young people, parents, carers, visitors and contractors. This list is not exhaustive. This policy should also be read in relation to the following documentation:

· Safeguarding and Child Protection Policy
· Anti-Bullying Policy
· Social Media and Social Networking Sites Policy
· Behaviour Policy
· Whistleblowing Policy
· Code of Conduct Policy
· Guidance for Safer Working Practice for those Working with Children and Young People in Education Settings (February 2022)
Pupils
We recognise that mobile phones are part of everyday life for many children and that they can play an important role in helping pupils to feel safe and secure, however, we also recognise that they can prove a distraction in school and can provide a means of bullying or intimidating others.
Archbishop Hutton’s Primary School operates a clear and consistent policy where pupils are not permitted to bring mobile phones or other smart technologies into school or to a school organised event, for example disco, residential etc. Exceptions are made for children who walk to and from school independently. Following the completion of our mobile phone agreement by parents, pupils must hand their mobile phone in at the school office as soon as they arrive on the school grounds and collect at the end of the school day.
Children are not permitted to wear smart technologies during the school day.

We make exceptions for pupils with medical needs. For example, if a mobile phone is needed to monitor blood glucose levels. In this scenario, school staff will be responsible for managing the mobile phone.
Mobile phones brought to school without permission will be confiscated and returned in line with related policies. Where mobile phones are used in or out of school to bully or intimidate others, then the headteacher does have the power to investigate and act – see Anti-Bullying Policy.

Staff
· Staff should have their phones on silent or switched off and out of sight (e.g. in a drawer, handbag or pocket) during class time.
· Bluetooth features, and other forms of sharing e.g. ‘airdrop’, must not be used during the school day so that notifications are disabled.
· Mobile phones should not be used in a space where children are present (e.g. classroom, corridors, school hall, playground etc). When children are not in the building, before breakfast club and after extra-curricular clubs, they can be used in classrooms etc.
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· Should there be exceptional circumstances, e.g. acutely sick relative, then staff should make the Headteacher aware of this. The Headteacher will advise what the person must do.
· Every class has an iPad so that videos and photos can be taken of children.
· Staff are not permitted to connect personal devices to the school network or use their personal devices when working with / supporting children – this includes educational visits. Staff are encouraged to take their mobile phones on visits to support effective communication – especially in an emergency.
· In rare cases, permission may be given by the Headteacher to use personal devices for photograph / videos of activities on visits, but this must be in a public space with other present.
· Staff should report any usage of personal devices that causes them concern, including low-level concerns, to the Headteacher. See Safeguarding & Child Protection Policy and Whistleblowing Policy.
The Department for Education document 'Guidance for Safer Working Practice for Those Working with Children and Young People in Educational Settings' (February 2022) states:-

	24. Photography, videos and other images / media

Many educational activities involve recording images. These may be undertaken for displays, publicity, to celebrate achievement and to provide records of evidence of the activity. Under no circumstances should staff be expected or allowed to use their personal equipment to take images of pupils at or on behalf of the school or setting.
All settings should have arrangements with regard to the taking and use of images, which is linked to their safeguarding and child protection policy. This should cover the wide range of devices which can be used for taking/recording images e.g. cameras, mobile-phones, smart phones, tablets, web-cams etc. and arrangements for the use of these by both staff, parents and visitors.

Whilst images are regularly used for very positive purposes, adults need to be aware of the potential for these to be taken and/or misused or manipulated for pornographic or ‘grooming’ purposes. Particular regard needs to be given when images are taken of young or vulnerable children who may be unable to question why or how the activities are taking place.

Pupils who have been previously abused in a manner that involved images may feel particularly threatened by the use of photography, filming etc. Staff should remain sensitive to any pupil who appears uncomfortable and should recognise the potential for misinterpretation.
Making and using images of pupils will require the age appropriate consent of the individual concerned and their parents/carers. Images should not be displayed on websites, in publications or in a public place without such consent. The definition of a public place includes areas where visitors to the setting have access.

For the protection of children, it is recommended that when using images for publicity purposes that the following guidance should be followed:
· if the image is used, avoid naming the child, (or, as a minimum, use first names rather than surnames)
· if the child is named, avoid using their image
· schools and settings should establish whether the image will be retained for further use, where and for how long
· images should be securely stored and used only by those authorised to do so.
	This means that staff should:
· adhere to their establishment’s policy
· only publish images of pupils where they and their parent/carer have given explicit written consent to do so
· only take images where the pupil is happy for them to do so
· only retain images when there is a clear and agreed purpose for doing so
· store images in an appropriate secure place in the school or setting
· ensure that a senior member of staff is aware that the photography/image equipment is being used and for what purpose
· be able to justify images of pupils in their possession
· avoid making images in one to one situations
This means that adults should not:
· take images of pupils for their personal use
· display or distribute images of pupils unless they are sure that they have parental consent to do so (and, where appropriate, consent from the child)
· take images of children using personal equipment
· take images of children in a state of undress or semi-undress
· take images of a child’s injury, bruising or similar (e.g. following a disclosure of abuse) even if requested by children’s social care
· make audio recordings of a child’s disclosure
· take images of children which could be considered as indecent or sexual



Volunteers, Visitors, Governors and Contractors
All volunteers, visitors, governors and contractors are expected to follow the same expectations detailed for staff whilst on the premises and will be informed on arrival.
Parents
While we would prefer parents not to use their mobile phones while on the school site, we recognise that this would be impossible to regulate and that many parents see their phones as essential means of communication at all times. We therefore ask that parents’ usage of mobile phones, whilst on the school site is courteous and appropriate to the school environment. We also allow parents to photograph or video school events such as shows or sports day using their mobile phones but insist that parents do not publish images (e.g. on social networking sites) that include any children other than their own.

Parents provide consent through our Home School Agreement for school staff and partner organisation (e.g. More Music, Residentials etc) to take photos and videos of children during school-related activities which we share on out official school website and social media channels. Staff are made aware of children who do not have consent and are responsible for checking.

Low-level Concerns Concerning Adults
The term ‘low-level’ concern does not mean that it is insignificant. A low-level concern is any concern – no matter how small, and even if no more than causing a sense of unease or a ‘nagging doubt’ – that an adult working in or on behalf of the school may have acted in a way that:
· is inconsistent with the staff code of conduct, including inappropriate conduct outside of work, and
· does not meet the harm threshold or is otherwise not serious enough to consider a referral to the LADO.

Examples of such behaviour could include, but are not limited to:
· not treating all children fairly and consistently in accordance with school policies
· humiliating children
· being over friendly with children
· having favourites
· taking photographs of children on their mobile phone, contrary to school policy, or
· engaging with a child on a one-to-one basis in a secluded area or behind a closed door.

If staff have a safeguarding concern or an allegation about another member of staff (including supply staff, volunteers or contractors) that does not meet the harm threshold, then this should be shared with the Headteacher. If your concerns relate to the Headteacher, you should raise them with a senior leader and the Chair of Governors.

Monitoring and Review
The mobile phone policy will be shared with staff and volunteers as part of their induction. It will also be available to parents via the school office and website. This policy will be reviewed annually. Incidents will be reported to the appropriate committee termly.
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