REEDLEY COMMUNITY PRIMARY SCHOOL

DATA PROTECTION POLICY

Our school nurtures curiosity and creativity through an inspiring, broad and engaging
curriculum, where learning is at the heart of all that we do. Children at Reedley learn to
become resilient and self-assured in a safe environment where challenge is key. Team Reedley
are encouraged to thrive and achieve as individuals, preparing them for their role as caring
and active citizens in modern Britain. (Mission statement)



1. POLICY STATEMENT
1.1 This is the Data Protection Policy of Reedley Primary School (“the School”)

1.2 We are committed to processing Personal Information fairly and lawfully in
accordance with the General Data Protection Regulation (“GDPR”), the Data
Protection Act 2018 (“The DPA”) and other related legislation which protects
Personal Information. We recognise the importance of this and have updated our
Policy to ensure that it gives effect to these important changes in the law.

1.3 As a School, it is necessary for us to process Personal Information about our staff,
pupils, parent(s) / guardian(s) and other individuals who we may come into contact
with. In doing so, we recognise that the correct and lawful treatment of Personal
Information is critical to maintaining the confidence of those connected with our
School.

1.4 This Policy has been updated to reflect our ongoing commitment to promoting a
strong culture of data protection compliance in accordance with the law.

2. ABOUT THIS POLICY

2.1 This Policy, and any other documents referred to in it, sets out our approach to
ensuring that we comply with data protection laws. It is critical that staff and
governors understand their responsibilities to handle Personal Information in
accordance with the law and support the School in meeting its aim of maintaining
a strong data protection culture.

2.2 This Policy does not form part of any employee’s contract of employment and may
be amended at any time.

2.3 This Policy has been approved by the Governing Body.
3. DEFINITION OF DATA PROTECTION TERMS

We have set out below some of the terms used in this policy along with a brief explanation
about what they mean.

3.1 Data Subjects means an identified or identifiable natural person. For example, we
process personal information about parents, staff members and pupils each of
whom is a data subject.



3.2 Personal Information means any information about a data subject. Examples of
personal information could include information about a pupil’s attendance, medical
conditions, Special Educational Needs requirements or photographs.

3.3 Privacy Notices are documents provided to data subjects which explain, in simple
language, what information we collect about them, why we collect it and why it is
lawful to do so. They also provide other important information which we are
required to provide under data protection laws.

3.4 Data Controllers determine the purpose and means of processing personal
information. They are responsible for establishing practices and policies in line with
the UK GDPR and the Data Protection Act 2018. The School is a ‘Data Controller’.

3.5 Data Users are those of our staff members whose work involves processing personal
information. Data users must protect the data they handle in accordance with this
Policy and any applicable data security procedures at all times.

3.6 Processing means when personal information is used in a particular way. For
example, we may need to collect, record, organise, structure, store, adapt or delete
personal information. When we do this, we will be ‘Processing’.

3.7 Special Category of Personal Information means data revealing racial or ethnic origin,
political opinions, religious or philosophical beliefs, or trade union membership,
genetic data, biometric data, health data, data concerning a data subject’s sex life
or sexual orientation. These types of personal information are regarded as being
more ‘sensitive’ and the law requires increased safeguards to be in place if we are
to process this type of data.

4. DATA PROTECTION PRINCIPLES

4.1 When we Process Personal Information, we will do so in accordance with the ‘data
protection principles’. In this regard, we will ensure that Personal Information is:-

(a) Processed lawfully, fairly and in a transparent manner (Lawfulness, Fairness and
Transparency).

(b) Collected only for specified, explicit and legitimate purposes (Purpose
Limitation).

(c) Adequate, relevant and limited to what is necessary in relation to the purposes
for which it is Processed (Data Minimisation).

(d) Accurate and where necessary kept up to date (Accuracy).

(e) Not kept in a form which permits identification of Data Subjects for longer than
is necessary for the purposes for which the data is Processed (Storage
Limitation).



(f) Processed in a manner that ensures its security using appropriate technical and
organisational measures to protect against unauthorised or unlawful Processing
and against accidental loss, destruction or damage (Security, Integrity and

Confidentiality).

4.2 We recognise that not only must we comply with the data protection principles, we
must also demonstrate our compliance with these principles (Accountability).

5. DATA PROTECTION OFFICER

5.1

The UK GDPR and the Data Protection Act 2018 requires certain organisations,
including schools, to appoint a ‘Data Protection Officer’ (“DPQO”). The DPO must have
expert knowledge in data protection law and practices. Our appointed DPO who fulfils
these requirements is HY Professional Services, who can be contacted by telephone
on 0161 804 1144 or email at DPO@wearehy.com

5.2 The DPO will carry out a number of important tasks which will include: -

(a) monitoring compliance with data protection laws and our data protection
polices, including managing internal data protection activities; raising
awareness of data protection issues, training staff and conducting internal
audits.

(b) advising on, and monitoring, data protection impact assessments.

(c) cooperating and being the first point of contact with the Information

Commissioner’s Office, members of staff, parents and pupils.

5.3 The DPO will be independent of the School to avoid any conflict of interest.

5.4 The DPO will report to the highest level of management in the School which is to
include the Headteacher and the Governing Body.

6. LAWFULNESS, FAIRNESS, TRANSPARENCY
Lawful Processing
6.1 Personal Information must be Processed lawfully. Under data protection laws, there
are a number of grounds which make it lawful to Process Personal Information. We

will only Process Personal Information if one or more of the following apply: -

(a) the Data Subject has given his or her consent.



(b) the Processing is necessary for the performance of a contract with the Data
Subject.

(c) the Processing is necessary to meet our legal obligations.

(d) the Processing is necessary to protect the Data Subject’s vital interests.

(e) the processing is necessary for the performance of a task carried out in the
public interest or in the exercise of official authority (often referred to as Public
Task).

6.2 We recognise that some categories of Personal Information are more sensitive
and further conditions must be satisfied if we are to Process this information (Special
category and criminal conviction data). Where we Process these categories of
Personal Information, we will ensure that we do so in accordance with the additional
conditions for Processing set out under the UK GDPR and the Data Protection Act
2018 and the DPA.

Consent

6.3 Where it is necessary for us to obtain consent to process Personal Information, we
will ensure that we do so in accordance with data protection laws.

6.4 Generally, we will only obtain consent where there is not another lawful ground
(see 6.1) for Processing. Some examples as to when we will obtain your consent is
if we want to place a photograph of a pupil in the newspaper, on social media or in
other publications to celebrate their achievements.

6.5 We recognise that under data protection laws, there are stricter rules as to how
consent is obtained. We will ensure that when we obtain consent, we: -

(a) take steps to ensure that we make it clear to Data Subjects what they are being
asked to consent to.

(b) ensure that the Data Subject, either by a statement or positive action, gives
their consent. We will never assume that consent has been given simply
because a Data Subject has not responded to a request for consent.

(c) never use pre-ticked boxes as a means of obtaining consent.

(d) ensure that a Data Subject is informed that they can withdraw their consent at
any time and the means of doing so.

(e) keep appropriate records evidencing the consents we hold.

Transparency

6.6 We are required to provide information to Data Subjects which sets out how we use
their Personal Information as well as other information required by law. We will



provide this information by issuing Privacy Notices which will be concise,
transparent, intelligible, easily accessible, and in clear, plain language.

7. PROCESSING FOR LIMITED PURPOSES

We will only collect and Process Personal Information for specified, explicit and
legitimate reasons. We will not further Process Personal Information unless the reason
for doing so is compatible with the purpose or purposes for which it was originally
collected.

8. ADEQUATE, RELEVANT AND LIMITED PROCESSING

We will only collect Personal Information to the extent that it is necessary for the
specific purpose notified to the Data Subject.

9. ACCURATE DATA
9.1 We will ensure that Personal Information we hold is accurate and kept up to date.

9.2 We will take all reasonable steps to ensure that Personal Information that is
inaccurate is either erased or rectified without delay.

9.3 In supporting the School to maintain accurate records, staff, parents and other
individuals whose Personal Information we may Process are responsible for: -

(a) Checking that any information that they provide to the School is accurate and up to
date; and
(b) Informing the School of any changes to information that they have provided.

10. RETENTION

10.1 We will not keep Personal Information for longer than is necessary for the purpose
or purposes for which they were collected. We will take all reasonable steps to
destroy and erase from our systems, all data which is no longer required.

10.2 We will maintain a records retention schedule which will assist the School to
destroy Personal Information once it is no longer necessary and in a safe and
secure manner.



11. INDIVIDUAL RIGHTS

11.1  We will Process all Personal Information in line with a Data Subject’s rights, in
particular, their right to:

(a) Request access to any data held about them by the School.

(b) Rectification of inaccurate information.

(c) Erasure of Personal Information.

(d) Restrict the Processing of Personal Information.

(e) Object to the Processing of Personal Information.

(f) To receive Personal Information in a commonly used format (known as
data portability) and have this transferred to another controller without
hindrance.

11.2  We will maintain a clear procedure detailing how such requests will be handled.

11.3 Subject Access Requests (SARs)

Individuals have the right to request access to personal information held about them
by the school. Subject Access Requests should be made in writing to the Headteacher
or the school's Data Protection Officer (DPO). Requests should provide sufficient
information to enable the school to identify the information being requested and verify
the identity of the requester.

The school will respond to Subject Access Requests without undue delay and, in most
cases, within one calendar month of receipt of a valid request. This timescale may be
extended where permitted by law, for example where requests are complex or
numerous, in which case the requester will be informed of the extension and the
reasons for it.

Requests may be submitted to:

Headteacher
Reedley Primary School
Reedley Road, Burnley, BB10 2NE

or

Data Protection Officer

HY Professional Services
Tel: 0161 804 1144

Email: DPO@wearehy.com

The school may refuse or restrict access to information where an exemption applies
under the UK GDPR or Data Protection Act 2018. This may include circumstances
where disclosure would adversely affect the rights and freedoms of another
individual, compromise safeguarding arrangements, prejudice the prevention or
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detection of crime, or interfere with ongoing legal, disciplinary or child protection
investigations. Any decision to apply an exemption will be considered carefully and in
accordance with the law.

12. DATA SECURITY

121

12.2

We will implement appropriate technical and organisational measures to
guard against unauthorised or unlawful Processing, and against accidental
loss, destruction or damage.

We will develop, implement and maintain safeguards appropriate to our size,
scope, our available resources and the level of risk identified.

13. PRIVACY BY DESIGN AND DATA PROTECTION IMPACT ASSESSMENTS

13.1

13.2

3.3

We will integrate privacy by design measures when Processing Personal
Information by implementing appropriate technical and organisational
measures in an effective manner, to ensure compliance with data privacy
principles.

We will utilise Data Protection Impact Assessments (“DPIAs”) which will be used
when introducing new technologies or the Processing is likely to result in a high
risk to the rights and freedoms of Data Subjects.

Reedley Primary School recognises the increasing use of digital technologies,
cloud-based services and artificial intelligence (Al) tools to support teaching,
learning, administration and school improvement. The school will ensure that
any technology used to process personal information complies with the
requirements of UK GDPR, the Data Protection Act 2018 and the school's data
protection procedures.



Before

introducing new technologies, systems or applications that involve the

processing of personal information, the school will assess the data protection
implications and, where required, undertake a Data Protection Impact Assessment
(DPIA) to identify and minimise any risks to the rights and freedoms of individuals.

Where cloud-based storage providers, third-party educational platforms or Al-
powered tools are used, the school will take reasonable steps to ensure that
appropriate contractual, technical and organisational safeguards are in place to
protect personal information. The school will only use services that meet
appropriate security and data protection standards and will ensure that personal
information is processed lawfully, fairly and securely.

Staff must only use school-approved digital platforms, applications and Al tools
when processing personal information and must not enter confidential,
safeguarding or sensitive personal data into unauthorised systems. Appropriate
guidance and training will be provided to staff regarding the safe and responsible
use of emerging technologies.

The school will keep the use of digital technologies under review and will assess
potential risks arising from new or developing technologies to ensure continued
compliance with data protection legislation and best practice.

14. ACCOUNTABILITY

14.1 As a Data Controller, we are responsible for, and must be able to demonstrate,

compliance with the data protection principles. Examples of how we will

demonstrate compliance include (but are not limited to): -

(@)
(b)

(€)

(d)

(e)
(f)

appointing a suitably qualified DPO.

implementing policies and procedures e.g. a data protection policy, data
breach procedures and subject access procedures.

undertaking information audits and maintaining a record of our processing
activities in accordance with Article 30 of the GDPR and the Data Protection
Act 2018.

preparing and communicating Privacy Notices to Data Subjects.

providing appropriate training at regular intervals.

implementing privacy by design when Processing Personal Information and
completing data protection impact assessments where Processing presents
a high risk to the rights and freedoms of Data Subjects.

14.2 Monitoring, Compliance and Training

Reedley Primary School is committed to maintaining high standards of data protection
compliance and will regularly monitor the effectiveness of its data protection
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arrangements. Compliance with this policy and data protection legislation will be
monitored through periodic reviews of data handling practices, internal audits, policy
reviews and advice provided by the school's Data Protection Officer (DPO).

The Governing Body has overall responsibility for ensuring that appropriate data
protection arrangements are in place and will receive updates on compliance, data
breaches, significant data protection issues and policy reviews as required. Senior
leaders will work with the DPO to address any recommendations arising from audits,
investigations or compliance reviews.

All staff are responsible for complying with this policy and for handling personal
information appropriately and securely. Data protection training will be provided to
all new staff as part of their induction and refresher training will be provided regularly
to ensure staff remain aware of their responsibilities under UK GDPR and the Data
Protection Act 2018. Additional training will be provided where changes in legislation,
guidance or school procedures make this necessary.

The school will review this policy annually, or sooner where there are significant
changes to legislation, statutory guidance, technology or school practices that may
affect the processing of personal information.

15. DISCLOSURE AND SHARING OF PERSONAL INFORMATION

15.1 Where it is necessary to share Personal Information outside of the School, we
will inform you about this in accordance with this policy.

15.2 Examples of who we may share Personal Information with include other schools,
the Local Authority and the Department for Education.

15.3 Safeguarding and Child Protection Information Sharing

Reedley Primary School recognises that safeguarding and promoting the welfare of
children is of paramount importance. Personal information may be shared without
consent where there is a lawful basis to do so, including where sharing information is
necessary to safeguard or protect a child, prevent harm, or fulfil statutory child
protection duties.

Any such sharing will be carried out in accordance with UK GDPR, the Data
Protection Act 2018, Keeping Children Safe in Education and relevant safeguarding
guidance.

16. CCTV and Video Surveillance

Reedley Primary School operates a CCTV system for the purposes of safeguarding
pupils, staff and visitors, protecting school property, supporting health and safety,
assisting in the prevention and detection of crime and supporting investigations
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where necessary. CCTV is operated in accordance with the UK General Data
Protection Regulation (UK GDPR), the Data Protection Act 2018 and relevant
Information Commissioner's Office (ICO) guidance.

CCTV footage will only be accessed by authorised members of staff and only where
there is a legitimate safeguarding, welfare, health and safety, disciplinary, security or
operational reason to do so. Access to recorded images is restricted and all recordings
are stored securely.

CCTV footage will not normally be retained for longer than necessary. Footage is
generally retained for 30 days unless it is required for safeguarding concerns,
disciplinary investigations, police investigations, insurance claims or legal proceedings,
in which case it may be retained in accordance with the school's retention
procedures.

Individuals have the right to request access to CCTV footage relating to themselves or
children in their care through a Subject Access Request. Requests should be made in
writing to the Headteacher and will be processed in accordance with UK GDPR, the

Data Protection Act 2018 and the rights of any other individuals who may appear in
the footage. The school will normally respond within one calendar month.

16. DATA BREACHES

All data breaches must be handled in accordance with the School’s internal breach reporting
procedure.

17. CHANGES TO THIS POLICY

We reserve the right to change this policy at any time and notification of any changes will be
communicated accordingly.

Policy Reviewed — September 2026
To be reviewed - September 2027
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