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WESTMINSTER NURSERY SCHOOL E-SAFETY POLICY
The purpose of this policy is to ensure that all staff, parents and governors understand and agree the school’s approach to e-safety. We aim to protect children from undesirable materials on the internet and to prevent unacceptable use of the internet by children and adults. At Westminster Nursery School due to the young age of our pupils we do not enable access to the internet unless supervised by a member of staff.  
The Headteacher is the school designated e-safety co-ordinator. The named Governor is Leanne Jennings. 
The e-Safety policy has been agreed and approved by the governors. It will be reviewed on an annual basis. 

This policy relates to other policies including Acceptable Use Policy, Whistleblowing, Adult Code of Conduct, Safeguarding and Health & Safety.
Internet access 
· All staff are granted Internet access. The school will keep a record of any changes in staffing or circumstance which means a member of staff no longer has access to the internet.

· Pupils access to the Internet will be by adult demonstration only with occasional directly supervised access to age appropriate specific, approved on-line materials.  

· Parents will be informed that pupils will be provided with supervised Internet access.
Email
Email is only used under the following conditions:

· Only approved e-mail accounts are used on the school system.

· Headteacher, School Business manager, Teachers, Teaching Assistants and Apprentices have school e-mail accounts.
· E-mails sent to an external organisation should be written carefully in the same way as a letter written on school headed paper. 

· The forwarding of chain letters is not permitted.

School website 
· The point of contact on the website will be the school address, school e-mail and telephone number.  Staff or pupils’ home information will not be published.

· Website photographs that include pupils will be selected carefully, with reference to the parental photographic permission forms and will not enable individual pupils to be clearly identified by name.
· Pupils’ full names will not be used anywhere on the website, particularly in association with photographs.

· Written permission from parents or carers will be obtained before photographs of pupils are published on the school website.

· The head teacher will take overall editorial responsibility and ensure that content is accurate and appropriate through regular monitoring. The Governors each monitor an area of the website and feedback if changes are needed. 
· The website should comply with the school's guidelines for publications.

· The copyright of all material must be held by the school or be attributed to the owner where permission to reproduce has been obtained.
Internet use in learning 
At Westminster Nursery School the internet is used in conjunction with the following conditions:

· Staff access to the internet will be for work related tasks and in accordance with the school’s Acceptable Use Policy.

· The school internet access will include filtering appropriate to the age of pupils. 

· Internet access will be planned to enrich and extend learning activities.  Access levels will reflect the curriculum requirements and age of pupils.
Other technology  / photographs and videos 
· The Headteacher will monitor the use of phones, cameras and mobile devices. 

· Staff are required to agree to and sign an acceptable use policy as part of their induction. 

· Mobile phones are not appropriate for nursery age pupils.

· Photographs and videos are only taken for valid reasons.

· Photographs and recording of children are taken and shared more widely than the school with prior consent from parents. 

· Images stored on devices should be transferred and stored on the school’s network where access is restricted.

· Photos should be deleted when no longer needed or the pupil has left the school. 

· The sending of abusive or inappropriate messages is forbidden.

· Children will not be able to access networking sites. 

· Visitors to site will be informed that when in the setting all mobile devices should be switched to silent, or preferably off.  If needed a contractor will be advised of a space where their phone can be used.

· Visitors will be required to store all personal belongings in a secure area when visiting the setting. 

· Parents and carers will be informed that the referral or use of any material connected with the school is for immediate family use only and must not be shared more widely or posted on any social networking site.    
Assessing risks 
· The school will take all reasonable precautions to ensure that users access only appropriate material.  However, due to the international scale and linked nature of internet content, it is not possible to guarantee that unsuitable material will never appear on a school computer.  Neither the school nor Cheshire East Council can accept liability for the material accessed, or any consequences of Internet access.  Methods to identify, assess and minimise risks will be reviewed regularly. The head teacher will ensure that the internet policy is implemented and compliance with the policy monitored. 

· The Headteacher and teachers regularly test the school’s monitoring and filtering systems. 
· Teaching staff will risk assess the activities they plan for lessons in accordance with their responsibility as detailed in the school’s health and safety policy.
Filtering 
· Westminster Nursery uses Talk Straight Netwall Safeguarding filtering. This is tested by staff on a termly basis to ensure it remains effective.
· A daily report is received by the Head of internet use and searches.  

· If staff discover unsuitable sites, the URL (address) and content must be reported to the Internet Service Provider via the Head teacher. 
· Any material that the school believes is illegal must be referred to the Internet Watch Foundation.

· Filtering strategies will be selected by the school, in discussion with the Cheshire East Council.  The filtering strategy used is reflective of the age and curriculum requirements of the pupil.

E safety with pupils 
· When the Internet is used within the curriculum instruction in responsible and safe use should always precede internet access.

· The school will always ensure internet access by pupils is supervised.
· We use the NSPCC resources with pupils and parents about safe internet use. 

Staff involvement 
· All staff have been consulted about and accept the terms of the ‘Responsible Internet Use’ statement before they use any Internet resource in school.

· All staff including teachers, supply staff, classroom assistants and support staff, will be provided with this policy, and its importance explained.

· All staff are aware that internet traffic can be monitored and traced to the individual user. Discretion and professional conduct is essential.  

Maintaining security 
· Security strategies may be discussed with the LA, particularly where a wide area network connection is being planned.

· Only school approved portable media may be brought into school.

· Encrypted emails, set up on school email addresses, should be used at all times for data protection purposes. These accounts must be made available for inspection by the headteacher on request. 

· Encrypted memory sticks must only be used as temporary storage and be cleared once data is transferred to a permanent location. 

· All possible data loss incidents must be reported immediately to the headteacher. 

· School systems are regularly backed up remotely. A separate network attached storage, or ‘NAS’ drive is used to store photographs and information generated by the Teachers.
Complaints 

· All complaints regarding internet use will be referred to the Headteacher.

· Any complaint or concern about staff misuse must be referred directly to the Headteacher.

· Parents will need to work in partnership with staff to resolve issues.

· Complaints of a safeguarding nature will be dealt with in accordance with the schools safeguarding procedures.

Staff use of personal equipment 

· Staff mobile devices (including phones) will not be used at any time during teaching or formal school time (when pupils are on site) in any area of the school/setting other than the staffroom / family room.  The Headteacher may request access to the device at any time for monitoring. Headteacher may use her discretion when staff need emergency access to their mobile phone, as stated in Acceptable use policy. 
· At the start of an individual’s working hours phones will be stored in personal bag in a secure location. There is an exception if a member of staff is working under the school’s lone working policy when their phone must be carried on their person at all times. 

· Staff should only take images on school equipment.

· Staff should not use their personal digital cameras or camera phones when in school.  Only in exceptional circumstances, and with prior headteacher approval, any photos taken on personal equipment should be transferred at the earliest opportunity to the school’s network using a secure method.

· Encrypted USB storage devices should be used responsibly with images and videos deleted once transferred. Any concerns regarding USB storage devices such as corrupt files and viruses should be reported to the Headteacher. 

· Staff should not access the schools network using personal laptops. 

· Staff will not detrimentally refer to or use any material connected with the school on any personal social networking sites (promotional activities are acceptable).

· Staff will receive guidance on the personal use of social networking sites as part of their induction.     

· Staff should recognise their responsibility to protect the security and confidentiality of school data and networks at all times. This includes ensuring that passwords are deemed to be a high level of security and not shared, and making sure that workstations are not left unattended when a user is logged in.

Governor Roles and responsibilities

The allocated governor, Leanne Jennings, monitors the development and application of e-safety within the school. In doing this they may consider the following questions: 

· Are staff complying fully with the Acceptable Use Policy?
· Does the policy reflect the age of the pupils and appropriate internet exposure and access?
· Each Governor monitors and provides feedback on an area of the school website 
Links to useful organisations 

e-safety 

http://www.kented.org.uk/NGfL/ict/safety.htm
www.dfes.gov.uk/byronreview/
http://publications.becta.org.uk 

http://publications.teachernet.gov.uk
http://publications.becta.org.uk
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